Code Makers and Code Breakers
From Julius Caesar To Alan Turing
And Beyond IV
An Introduction To
Some Mathematics and Linguistics
Used to Crack Secret Ciphers



How Does One Begin To Crack
a Cipher?

Single Most Important Tool:
Frequency Count of Characters

The percentage of occurrence of any particular
letter, its Characteristic Frequency, will not vary
widely from one plaintext message to the next.

Consequence: Monoalphabetic Ciphers Are Not
Secure



Plaintext Example
Opening Chapter of Anna Karenina

A 331 E 515
B 57 T 380
c 83 H 332
D 200 A 331
E 515 I 324
F 107 N 308
G 94 0 307
H 332 S 281
I 324 R 219
J 2 D 200
K 27 L 163
L 163 U 117
M 88 F 107
N 308 w 100
0 307 G 94
P 75 M 88
Q 4 Y 85
R 219 C 83
S 281 P 75
T 380 B 57
U 117 v 45
\% 45 K 27
w 100 Q 4

X 4 X 4

Y 85 J 2

Z 0 Z 0

Characters Counted: 4248



How can we get rid of the
tell tale fingerprints of the
characteristic frequencies?



Blaise de Vigenere (1523 - 1596)




Giovan Battista Bellaso (1553

ALLECCELLEN ET
honoratifs. Sig. il S. Giro-
lamo Rufcellt,

GIOVAN BATTISTA BELLASO.
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POLYALPHABETIC
SUBSTITUTIONS



POLYALPHABETIC SUBSTITUTIONS
keyword: VERMONT

VERMONTVERMONTVER
MIDDLEBURYCOLLEGE
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MIDDLEBURYCOLLEGE
INVQASVQWQPDZFALW

OBSERVE:
D has been encrypted as V and as Q

L has been encrypted as A and Z and as F
E has been encrypted as S andA and as W
Ciphertext A came from L and E
Ciphertext W came from R and E

The resulting frequency distribution will be much flatter.



Tolstoy with Vigeneére Cipher
Keyword: VERMONT

DFHCNTUINDVTGUNJSYAOFEPWRKSLUZFUPDJUKSZX
ZSEXMAWOJLDAAXHMKBFJPMYRJJLIVCJLONHWHYTF
SJGCKSAAIVYKGDBCGEUXZBJGYPMWJXTYDFVQXGWK
AWETRNDFLGWSBQXTNCRQWXUNGFSESYBCOHESLEX
UOABAGWOZNJFPWUCNQOUDVUZGWRCOAKAWECSM
ONFGWSCNKSZXZSWSVFWSBWISACCOJHWQICBAWZH
HPUJILUPHMDJUBJZXJTLTDCHHNNVCUCJYZRHOGAM
GHHSQEYZUXANDNKCDGCPNGADTUBKSVGGBWIFBLZ
UOYWQIVLAJVNNGUJIFBICHHDLUTVOOGSASOHZBAS
THBARKRAJYOGMGPZFPMWZTAVAWKBUHBANJSPACH
DSASVIQXWUDZXSJJREOCJKMYAMWKSKPXCOOTXVISP
AWQCTFMKSAAIVYDTMFTTYHYLUPHNDJJRLOMJTKRC
GYESLUTWLHNNVCUNKLWGWSLWSVGWONPMWFIFU
UUWBEZYXWGHVVNPTYRIVYNGQPWOHYJAAPBSESFU
PRGKWWVCQIIRGALWNDTFRPBIPMWEIVUJYZRNHBA
RWZQSLOTXGWSZWRAYNOHZMGHHSBKQVBUHBATTY
DBMGDKGWSQEKWQXRHKYDRPJYDJJBLBLKTEGWSBQ
XTNCRBWIFBIPYASSGWCGAKGEIVLAJVNNGNDJUUXZ
XNJFEPBQEQVNAZIRJJGWSBKZKRIVYASYYXGBCTNRG
BYOXTHPFLAQDRSKCPMLUTVIQXWXTSJAWSASKLKYW
GDOZNNWASOMGNFTWSLPTDBDYIQYXBGOHABKVIIUP
NGAUCLDJJGWSGWSUBDYBWIONAYYZTXSIVYZFQOTTI
NJBHHHUPIAACSLPNERIVYGNLPWSHIFAQPBXPMWPD
OWDRSAWOXCNNRCKUNSAAVHBNJWQPMMWKLRGHB
AVMNGFYHUJVCQYOYWCPBUNPSQNSPEYUUDPFKSKX
NGNEASNHVYSFKPPZFAIAAIVYBFKUXCHWGDRLCLHI
OBZSOLFLUXGOOZSYWCONYZNIWMWYWVVVNKHDBR
YCJYZRBCLJNFTCCNESZVHKCBJKOTRLKTEOJHIJYZR
ASUPMWERCPAWWQHCZWNFUXGMPZVLWSNQWFRSC



Frequency Data

A 331 A 202
B 57 B 179
C 83 C 180
D 200 D 116
E 515 E 100
F 107 F 159
G 94 G 196
H 332 H 202
I 324 I 160
J 2 J 178
K 27 K 119
L 163 L 145
M 88 M 125
N 308 N 204
0 307 0 140
P 7 P 135
Q 4 Q 118
R 219 R 137
) 281 s 249
T 380 T 159
U 117 U 158
v 45 4 148
W 100 w 269
X 4 X 131
Y 85 Y 191
zZ 0 / 148

Characters Counted: 4248



Tolstoy with Vigeneére Cipher
Keyword: ABCDEFGHIJKLMNOPQRSTUVWXYZ

ICSTDLHURVTQFOGURDEUGEHCDVFTBYSNHXYIQMZ
WAOZKNHCWMNXIOKWWTCUEJIPHRFNJYAGARWPGM
CPPIYXOVVRXETRCQBFFLETOEMTSFVKIBOMMQKOPV
GREMWKYYPEYSTIGKYXHHVMGLEPOGHPAGAJJXLHN
UTLKZKDQCRLRESCSYYBLGSEMGAEDHISGNWEOCZRG
HYELAYDNCYLIMADRIYOMQKOMABDKEUXXOKECQHV
UEESJAPJDDTRQDKCVGIOCLMMLJXLRLOUBQODMZSW
ELKXQDPEFHMUJLWUUZQCSZZBTPVWSBLNDXBMOXN
DWYKKBQBPQQONIRFWHJPLLKYUJHLZYIIWNLZQKXV
VLAYHOBJUETDXXFRSBQOXQZPTHJGYNCAFPEANKOC
FTKPXEDQUCATNWKYKWFLEUMNBGTTZKRYFEBTXJV
NXLTLBPROOKQXMKOWDCPRRZIJYSMNCAOCVATPRW
JTZMRXETRWGBZNBHBPLEDTIGUESJAPJDETRGIHRQI
YJLICARPWJLYZVONDSQEPNSYSGWZEKYMYJPQLFJT
WAOTZPCBCFFPCODLLDAOQWLJXAPJXETRMIXVEXGW
AOQNFUJHJFSPTHKYPUCJIVZHFYKCRGEPDOSSYRGBD
SQIWUUUAWHJPICZVFJHVTCUZXYXFUSWKJTTHYDXB
MOUDHISGAPXWPRBFIXIWXXVUPRGEDJLPIXLVAKYIV
ZSQCDHPZNQFDHPWVIYNLMWQWUFVVEMWKHZOPOT
ASTHPQKKERDSFUSWELKXEZAMCQAOFZVTZLBXKQDV
SCTRKDCICECQTPNRSPUBBOYCMASLIZLNUOELLEOSJ
HVYNLUJXNABYWQUOTFFAAMEFUJHHFEIMOYCQWIH
JRLWCIJBPSINGWLJQPBLRPZZOXTRFWNCAZMZCIODR
MGKORFPZJOGDZFZNCNBCCAZUDJYKYBQOBGNFGUC
HKCIYBQSEQCQEWQHLHOGUGQWESDHHNGVQSIWCD
WMKDIBMLXYSSYELAYAWPFHOOCEPJCVZUNHAXSJFR
LACNQPSZLIQXVYNHBRCLFRWVXKGVFJYHGMTIGPSW
TPVPXZFVBWYJOBZZOYCCRPQPFZZVVCRPXROIXVJVI
QAOCCSPHDMSNPABDFPLVTJLJGYYKSCQHJUVXTAAE



NHXS<OHRTOTOZEN RS- IQREDQWE >

Frequency Data

141
146
185
149
163
160
160
139
174
165
175
171
145
152
167
171
181
176
178
152
146
174
173
172
168
165

MPr2CEUHZQEENSORTENE <~ REINDQ

185
181
178
176
175
174
174
173
172
171
171
168

165
165
163
160
160
152
152
149
146
146
145
141
139



The Vigenere Cipher in Literature

Jules Verne, La Jangada, Eight Hundred Leagues on the Amazon
(1881)



PHYJSLYDDQFDZXGASGZZQQEHXGKFNDRXUJUG
IOCYTDXVKSBXHHUYPOHDVYRYMHUHPUYDKJO
XPHETOZLSLETNPMVFFOVPDPAJXHYYNOIJYGGA
YMEQYNFUQLNMVLYFGSUZMQIZTLBQQYUGSQEU
BVNRCREDGRUZBLRMXYUHQHPZDRRGCROHEPQ
XUFIVVRPLPHONTHVDDQFHQSNTZHHHNFEPMQK
YUUEXKTOGZGKYUUMFVIJDQDPZJQSYKRPLXHX
QRYMVKLOHHHOTOZVDKSPPSUVIJHD.

The man who held in his hand the document of which this strange assemblage of
letters formed the concluding paragraph remained for some moments lost in thought.

It contained about a hundred of these lines, with the letters at even distances, and
undivided into words. It seemed to have been written many years before, and time had
already laid his tawny finger on the sheet of good stout paper which was covered with
the hieroglyphics.

On what principle had these letters been arranged? He who held the paper was alone
able to tell. With such cipher language it is as with the locks of some of our iron
safes—in either case the protection is the same. The combinations which they lead to

can be counted by millions, and no calculator’s life would suffice to express them.






Charles Babbage
December 16,1791 - October 18, 1871




Major Friedrich Wilhelm Kasiski
November 29, 1805 - May 22,1881
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Detecting a Polyalphabetic Cipher
A monoalphabetic cipher has greater variation among frequencies
of the individual letters

William Friedman (1930)
Index of Coincidence



Index of Coincidence

z ,f—l
>

l:A

f; = frequency of letter i
N = number of characters in message

Number of Alphabets Expected IC

1 .066
2 .052
5 .044
10 .041

26 .038



How To Crack a Vigenere
Cipher

1) Determine the Length L of
the Keyword
2) Split Message into L Pieces,
Determine Each Shift



Determine Length L of the Keyword
To encipher, we can repeat the keyword over the message:
V. E R M ONTVEIRMUONINTV
M I D DL EBUWRY CO L L E
or write the message under a single copy of the keyword:

E
G

mc <
OxXx—m
m<O=X
N o<
or o
—m22
— @ -



V ER M ONT

E B

L

D D

>
o

o w
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16
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15



V.ERMONT
M I D D L E B
u RY C O L L
E G E
V E R M O N T
1 2 3 4 5 6 7
8 9 10 11 12 13 14
15 16 17 18 19 20 21

SUPPOSE MIDDLEBURY OCCURS TWICE IN THE
MESSAGE, BOTH TIMES STARTING IN COLUMN 5, UNDER
THE "O”. THEN IT WILL BE ENCIPHERED THE SAME WAY
BOTH TIMES AS BWXZQWOJFS

THE DISTANCE BETWEEN THE STARTING "M’s” WILL BE A
MULTIPLE OF THE LENGTH OF THE KEYWORD



V.ERMONT

o
— D

= m

0 x
- D

= m



Hence we examine the ciphertext for the repetition
of strings and determine the distances between the
repeated occurrence of the same string of letters.

Some of the repetitions will occur by "chance” and
will represent different plaintext, but a long string
which repeats is very likely to be the encipherment
of the same plaintext.

The length of the keyword will then be a factor of
the distances.



German
French
Polish

Hungarian
Danish

Chinese

Schubfachprinzip
principe des tiroirs
zasada szufladkowa

katulyaelv

Skuffeprincippet

HERE



German
French
Polish

Hungarian
Danish

Chinese
English

Schubfachprinzip
principe des tiroirs
zasada szufladkowa

katulyaelv

Skuffeprincippet

HERE

Pigeonhole Principle



% il F® e |
The pigeonhole principle: If n items are put into m containers,
with n > m, then at least one container must contain more than
one item.



Application of Pigeonhole Principle to Solve Vigenére Ciphers

Example: If the keyword is 7 letters long and MIDDLEBURY, or

any other particular word, occurs 8 or more times in the plaintext,

then at least two occurrences must begin under the same letter of
the keyword.

Thus, there will be at least two repetitions of the same characters
in the cipher text.



Repeated Positions of Interval
Sequence First Letter

KGFDLRLZK 37, 184 147 =7x7x3
KYEXSRSIQ 55, 132 77 =7x11



Solving a Vigeneére
DDBCIIMYMXSNUGTZEJWXYHHIDIJHJBFXUVQIHXTOIHZGCTWVOIMCIHZHE
UDIHZFHTPQFJWJWBDZXIIMUJATQUGJXKETHEJWBEJXYYCYBUSJYFQTME
BTZJWJISTFHRIJWCUSSIMPWYEJWVHDBMRDZHTLNNXKNWJIDWCEJXQHTF
NXHTOHQWOYHJIXQGRMXJSAKEKIHBTHKBJHJHTOHHYYHCFFQGRMSWFH
WTINEBJLHNRYUINHWHTOHSWYQSKOBBFLSWJMJDIYBXLBJUZFCTFMKGJ
MWGNGLXXUWTIQQGMUJWXGEDYBUSMCILWCDZQYTUWIDIFHTCTQYCXN
UPIIVBTODINHWQFLRTIMJTJXHTZHXLBJIMYIDZFIDKZUPWZKAFXLTWMQGN
YIWJWQEJLICNGRADCDPQUTNXWXPRVUGYIJWJIFQHHCLXTOIEQYQHNHW
DKUBJYYRJYCJWFNQBSIJHMUFTIZEGXJEGYCLTYLYRPMDDWGQSJNERTO
HIFHQBTLEJXFEDPCDVLFQHXCJWFNQBWOTTQSIIFGFTIUDSBUDIQILTXGQ
YIMINYHIWOJIQIZEGIJUMPSNECFGRANHWCDGFWNNXPYUCRZLIPNFUSTZ
JWNMVPNLFGTJEGYCECHBUPYYTDKZUPYOHTGSTXXMUBGFYCLHQIZLUS
JZEGRYTJSZYCNMXTIMUCYVUUTLUBDNYBJCDITNXXXVHTFNXXSAMDWFT
HHUHRJBQAKGQSJOFPSXJWFNIDQUCTQSQCIODUFMXXTHQQQYJWFENTD
LMRPWEQIRYQHNBQAYVOIMYCLMSYXSNXXXQUPPJYENHWINGUDKJUPH
YXPAYDDIYBXLBJITJQHXUMPDNXTYCCTZHBTXMJIDXJOBDMXPIMXSNXTX
ODPSXTTXWQCYIDBNHUDBHTTKIHBNNOPSXJWJLUUTLUHNHSTNWQCSIJ
EWILTFFEKJLIDJHJTWNQXSNXTXYVPNLMTQFIETEUCIUOHNUCSINUGRC
DTINEEWILTFPYAQUYCFHTWFNUIMYYSQYFAJUIJWYIDKNXTXYTPDMFATN
IWFPUXQUYSNHTJHNYDSMTPSAUGTOIQDXHJSEUCULEEMYSXJMBXGYB
HFHTSWYQBXNEHJNCNGLEIMYHRQUHTSWUPSXJWJEYCLCDSJUTADBQIJ
NXTTHUPLUYCXNIJWJIIWILQCICVZNHWTIQQGIVUPXNHJJUDSOOIIFMYPR
MKQYFUUFFITFHTIWYQRMYHDZMJWNMTPDMXDZFTRQUHTSWURQIITQS
RTRYMTIOFPGIKIFJHDUBURDQXXHBIPDMJWFNEUJXMPWXIWJCHHYBUBZ
LTTWYHHMUBAGY TXAYJWTOWWYMTDBHJDRSIDZF



DDBCIHMYMXSNUGTZEJWXYHHIDIJHIJBFXUVQIHXTOIHZGCTWVOIMCIHZHE
UDIHZFHTPQFJWJWBDZXIIMUJATQUGJXKETHEJWBEJXYYCYBUSJYFQTME
BTZJWIJISTFHRJWCUSSIMPWYEJWVHDBMRDZHTLNNXKNWJDWCEJXQHTF
NXHTOHQWOYHJXQGRMXJSAKEKIHBTHKBJHJHTOHHYYHCFFQGRMSWFH
WTINEBJLHNRYUINHWHTOHSWYQSKOBBFLSWJMJDIYBXLBJUZFCTFMKGJ
MWGNGLXXUWTIQQGMUJWXGEDYBUSMCILWCDZQYTUWIDIFHTCTQYCXN
UPIIVBTODINHWQFLRTIMJTJXIHTZHXLBJIMYIDZFIDKZUPWZKAFXLTWMQGN
YIWJIJWQEJLICNGRADCDPQUTNXWXPRVUGYIUWJFQHHCLXTOIEQYQHNHW
DKUBJYYRJYCJWFNQBSIJHMUFTIZEGXJEGYCLTYLYRPMDDWGQSJNERTO
HIFHQBTLEJXFEDPCDVLFQHXCJWFNQBWOTTQSIIFGFTIUDSBUDIQILTXGQ
YIJMINYHIWOJIQIZEGIJUMPSNECFGRANHWCDGFWNNXPYUCRZLJPNFUSTZ
JWNMVPNLFGTJEGYCECHBUPYYTDKZUPYOHTGSTXXMUBGFYCLHQIZLUS
JZEGRYTJSZYCNMXTIMUCYVUUTLUBDNYBJCDITNXXXVHTFNXXSAMDWFT
HHUHRJBQAKGQSJOFPSXJWFNIDQUCTQSQCIODUFMXXTHQQQYJWENTD
LMRPWEQIRYQHNBQAYVOIMYCLMSYXSNXXXQUPPJYENHWINGUDKJUPH
YXPAYDDIYBXLBJITJQHXUMPDNXTYCCTZHBTXMJDXJOBDMXPIIMXSNXTX
ODPSXTTXWQCYIDBNHUDBHTTKIHBNNOPSXJWJLUUTLUHNHSTNWQCSIJ
EWILTFFEKJLIJDJHJTWNQXSNXTXYVPNLMTQFIETEUCIUOHNUCSJNUGRC
DTINEEWILTFPYAQUYCFHTWFNUIMYYSQYFAJUIJWYIDKNXTXYTPDMFATN
IWFPUXQUYSNHTJHNYDSMTPSAUGTOIQDXHJSEUCULEEMYSXJMBXGYB
HFHTSWYQBXNEHJNCNGLEIMYHRQUHTSWUPSXJWJEYCLCDSJUTADBQUJ
NXTTHUPLUYCXNJWJIJWILQCICVZNHWTIQQGIVUPXNHJJUDSOOIIFMYPR
MKQYFUUFFITFHTIWYQRMYHDZMJWNMTPDMXDZFTRQUHTSWURQIITQS
RTRYMTIOFPGIKIFJHDUBURDQXXHBIPDMJWFNEUJXMPWXIWJCHHYBUBZ

LTTWYHHMUBAGYTXAYJWTOWWYMTDBHJDRSIDZF



Repeated Sequence

Gap

DIYBXLB
QUHTSWU
CJWFNQB
RQUHTSW

I'YBXLBJ

572 =2x2x11x13
124 =2 x2x 31
68 =2x2x17
124 =2 x2x 31

124 =2 x2x11x13




So split text into four columns
Column 1
DIMUEYDJUHICOIEHTJBIJUKEEYUFEJSRUMEHRTXJEHXHYQXKH]

Column 2
DIXGJHIBVXHTIHUZPWDIAGEJJCSQBWTJSPJDDLKDJTHQHGJEBI

Column 3:
BMSTWHJFQTZWMZDFQJZMTJTWXYJTTJFWSWWBZNNWXFTW

Column 4
CYNZXIHXIOGVCHIHFWXUQXHBYBYMZIHCIYVMHNWCQNOOXM/

Step 4: Do a Frequency Count on Each Column and Determine
Each Shift



Frequency count on column 1 gives
Looks Like Cipher text U represents plaintext E
Other possibilities for E: J and Q do not work out.

A 0 N 0

B 9 ek 0 5 *
c 8 * P 0

F 9 s s 5 *
K 7 = X 19 S
M 9 o z 0



Thus E — U means 5 — 21 so the shift was 16.
The initial letter of the keyword is P

Similary,

Shift for column 2 was 15 corresponding to O
Shift for column 3 is 5 corresponding to E

Shift for column 4 is 20 corresponding to T



P/ O|E | T
16 | 15 | 5 | 20 | Encipher Shift

10 | 11 | 21 | 6 | Decipher Shift
JIK|U|F

To decipher: Use Vigenere with keyword JKUF



NOWISTHEWINTEROFOURDISCONTENTMADEGLORIOUSSUMME
RBYTHISSUNOFYORKANDALLTHECLOUDSTHATLOWEREDUPON
OURHOUSEINTHEDEEPBOSOMOFTHEOCEANBURIEDNOWAREOU
RBROWSBOUNDWITHVICTORIOUSWREATHSOURBRUISEDARMS
HUNGUPFORMONUMENTSOURSTERNALARMSCHANGEDTOMERR
YMEETINGSOURDREADFULMARCHESTODELIGHTFULMEASURES
GRIMVISAGEDWARHATHSMOOTHEDHISWRINKLEDFRONTANDN
OWINSTEADOFMOUNTINGBARBEDSTEEDSTOFRIGHTTHESOULS
OFFEARFULADVERSARIESHECAPERSNIMBLYINALADYSCHAMBE
RTOTHELASCIVIOUSPLEASINGOFALUTEBUTITHATAMNOTSHAP
EDFORSPORTIVETRICKSNORMADETOCOURTANAMOROUSLOOKI
NGGLASSITHATAMRUDELYSTAMPEDANDWANTLOVESMAJESTYT
OSTRUTBEFOREAWANTONAMBLINGNYMPHITHATAMCURTAILE
DOFTHISFAIRPROPORTIONCHEATEDOFFEATUREBYDISSEMBLIN
GNATUREDEFORMEDUNFINISHEDSENTBEFOREMYTIMEINTOTH
ISBREATHINGWORLDSCARCEHALFMADEUPANDTHATSOLAMEL
YANDUNFASHIONABLETHATDOGSBARKATMEASIHALTBYTHEM
WHYIINTHISWEAKPIPINGTIMEOFPEACEHAVENODELIGHTTOPA
SSAWAYTHETIMEUNLESSTOSPYMYSHADOWINTHESUNANDDES
CANTONMINEOWNDEFORMITYANDTHEREFORESINCEICANNOT
PROVEALOVERTOENTERTAINTHESEFAIRWELLSPOKENDAYSIAM
DETERMINEDTOPROVEAVILLAINANDHATETHEIDLEPLEASURES
OFTHESEDAYSPLOTSHAVEILAIDINDUCTIONSDANGEROUSBYDR
UNKENPROPHECIESLIBELSANDDREAMSTOSETMYBROTHERCLA
RENCEANDTHEKINGINDEADLYHATETHEONEAGAINSTTHEOTHE
RANDIFKINGEDWARDBEASTRUEANDJUSTASIAMSUBTLEFALSEA
NDTREACHEROUSTHISDAYSHOULDCLARENCECLOSELYBEMEWE
DUPABOUTAPROPHECYWHICHSAYSTHATOFEDWARDSHEIRSTH



Q>



